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Maximilian Schubert

MUTUAL RESPECT AND TRUST AS PREREQUISITES FOR MASTERING 

THE SECURITY CHALLENGES IN THE CYBER REALM – BREAKING 

THE TRIANGLE OF DISTRUST

Zusammenfassung:

GEGENSEITIGER RESPEKT UND VERTRAUEN ALS BEDINGUNGEN ZUR BEWÄLTIGUNG DER 

GEFAHREN FÜR DIE SICHERHEIT DER DIGITALEN WELT. FÜR EIN AUFBRECHEN DES 

DREIECKS DES MISSTRAUENS

Der folgende Bericht stellt eine tiefgehende Auseinandersetzung mit einem mehrwöchigen Kurs zur Cyber-

sicherheit dar, den ich Anfang 2017 besuchen durfte. Er umfasst eine Darstellung des militärisch geprägten 

Kontextes, der Teilnehmerinnen und Teilnehmer sowie im Speziellen meiner Rolle als Generalsekretär 

der Internet Service Providers Association (ISPA). Die ISPA wurde als Vertretung der Internetwirtschaft 

gegründet, um zu einer nachhaltigen Verbesserung der Zusammenarbeit zwischen dem öffentlichen Sektor, 

der Industrie sowie der Zivilgesellschaft in Fragen der Digitalisierung beizutragen. Die Voraussetzungen 

und Umstände einer derartigen Kooperation waren zentraler Diskussionspunkt des Kurses, weshalb ihnen 

hier einiger Raum gegeben wird. So werden speziell die Herausforderungen einer solchen Zusammenarbeit, 

die im Rahmen des rund dreiwöchigen Kurses erörtert wurden, vertieft dargestellt. Hierzu zählen vor allem, 

aber nicht nur ideologische Gegensätze, die Unmöglichkeit der Erlangung absoluter Sicherheit sowie die 

weitreichende Bedeutung der Industrie. Ich habe versucht, alle diese Herausforderungen unter dem Begriff 

„Dreiecksverhältnis des Misstrauens“ zusammenzufassen. Ziel des Kurses war es, relevante gesellschaftliche 

Vertreter für die Herausforderungen im Bereich der Cybersicherheit zu sensibilisieren. Der Kurs gewährte 

mir die Möglichkeit, mein Wissen zu erweitern und es durch praktische Erfahrung zu ergänzen.

Maximilian Schubert,

Dr. Тur. HО ОКrЧОН СТs НoМtorКХ НОРrОО ТЧ tСО iОХН oП IЧtОХХОМtuКХ PropОrtв δКа 
at the Karl-Franzens University of Graz after obtaining an LL.M. degree in 

Innovation, Technology and the Law at the University of Edinburgh. He has 

published articles on numerous IP- and IT-related topics in Austrian as well 

Кs ТЧ ТЧtОrЧКtТoЧКХ УourЧКХs. HТs ЦКТЧ iОХНs oП ОбpОrtТsО МovОr tОХОМoЦЦuЧТМК-

tions regulation law, Internet Service Providers’ (ISP) liability law as well as 

telecommunications surveillance and enforcement matters in the online sphere. 

After working for ISPA (Austrian Association of Internet Service Providers) 

as a legal expert, Schubert became its General Secretary in 2012. In December 

2018, Schubert became President of EuroISPA, the world’s largest association 

of ISPs, representing more than 2,500 ISPs.

Contact: maximilian.schubert@ispa.at

INTRODUCTION

A central element found in nearly every article that 

tackles the challenges of cybersecurity is the call for 

all public, private and civil society stakeholders to 

collaborate. The core goal of the following report 

is to consider what challenges hinder such coope-

ration, and how they may be overcome. This report 

constitutes, in turn, my personal summary and an 

ОбtОЧsТvО rОlОМtТoЧ oЧ tСО МoursО “ProРrКЦ oЧ CвbОr 

Security Studies” at the Marshall Center in Garmisch 

(31 January-16 February 2017). I have detailed the 

(military-based) context, the participants of the 

course and my particular role as Secretary General 

of the Internet Service Providers Association (ISPA). 

ISPA was founded to represent the Internet industry 

and to enhance meaningful cooperation between the 

public sector, industry and civil society regarding 

the cyber realm. Therefore, the terms and conditions 

for cooperation were a central theme throughout the 

JIPSS VOL.12, NR.1/2018, 233-241
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course, and they remain so in this report. For this 

reason, I draw out and explain in further detail the 

problems often faced with cooperation that emerged 

during the two week-course. This includes, but is not 

limited to: ideological differences, the impossibility 

of absolute security and the expansive role of indus-

try. I summarize these problems by what I term the 

“triangle of distrust”. This course was an attempt to 

engage and educate an important sector of society 

with the prevalent issues of cyber security. However, 

Тt Тs МХОКr tСКt I СКvО ХОКrЧt ЦuМС КЧН bОЧОittОН ТЧ 
turn from this experience.

TСО МurrОЧt tОбt rОlОМts tСО pОrsoЧКХ vТОаs oП tСО 
author alone and in no way represents the opinion of 

the Internet Service Providers Association (ISPA), Eu-

roISPA or any of its members. Tackling the challenges 

of the cyber realm can only be achieved through the 

cooperation of all parties involved. This includes the 

military, law enforcement, industry and civil society. 

This cooperation, however, requires a high level of 

mutual trust, as well as a common effort. ISPA was 

founded on the need to create an entity that supports 

ongoing dialogue to foster good cooperation with 

national law enforcement authorities. Additionally, 

it established a national hotline1 to combat child 

pornography and Nazi activities on the web.2

As a Secretary General of the ISPA (the association 

of Austria’s Internet industry), I regularly participate 

in meetings at the national and European level, and 

in various boards and committees (e.g. the Expert 

Working Group of the European Commission on 

E-Evidence3 and the Europol EC3 Advisory Group 

on Communication Providers).4 Indeed, the work of 

ISPA is widespread. It includes:

• The preparation of guidelines to inform internet 

service providers (ISPs) about the legal frame-

work regulating the access to subscriber data.5

• The provision of training for law enforcement 

authorities (LEA) on how to report illegal content 

to ISPs.6

• The provision of legal and technical expertise 

in the legislative process.7

• The joint development of technical solutions to 

ensure secure and transparent data exchange.8

• TСО proКМtТvО МoЧtrТbutТoЧ to tСО НОiЧТtТoЧ oП 
technical monitoring standards to assist au-

thorities in keeping up with ongoing technical 

developments.9

Due to the nature of our work, we often assume an 

intermediary role between LEA and ISPs. As such, 

we are not only very familiar with the viewpoint 

of authorities, but also with the challenges that can 

arise when providing user data. While collaboration 

between authorities and providers in Austria currently 

functions smoothly, this has not always been the 

case. Vast improvement has been made within the 

last few years.

Tensions and frictions are often not rooted in legal 

reasons, but rather in the lack of professional exper-

tise on both sides. Anecdotal evidence of these past 

НТПiМuХtТОs ТЧМХuНО РuТНОХТЧОs ТssuОН to ОЦpХoвООs oП 
Austrian internet service providers when answering 

LEA requests by phone not to reveal their names at 

the beginning of the call to prevent them from being 

subjected to pressure or intimidation (for instance: 

“if you refuse to hand over the data, and XY dies, 

you will read YOUR name in tomorrow’s newspa-

pers”). As a result, ISPA strives to ensure the smooth 

cooperation between stakeholders. It does so through 

the distribution of guidelines, and by facilitating the 

open exchange of ideas and lessons learnt. At the 

same time, ISPA takes a very clear and, when needed, 

public stance by rejecting any forms of pressure or 

intimidation of our members’ staff by LEA. The 

МoopОrКtТoЧ bОtаООЧ ISPs КЧН δEA СКs sТРЧТiМКЧtХв 
improved since the establishment of a Single Point 

of Contact (SPOC) by the Austrian Ministry of the 

Interior in 2012. As all the requests for data since 

then are issued by this single authority, its team has 

built up extensive knowledge and experience. At the 

same time, due to good and respectful cooperation 

between LEA and ISPs, existing processes have been 

improved and mutual trust has developed.

As a person with a legal background who is inte-

rested in technology and the Internet, I consider my 

role, among others, to be that of a mediator between 

the legal, technical and economic concerns of the 

Fig. 1: Plenary group photo.
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Internet sector, on the one hand, and the regulatory 

objectives of the government institutions involved, 

on the other. My work has impressed on me the need 

to improve the cooperation between the primary 

stakeholders involved in mastering the challenges of 

the cyber realm. For this reason, I sought to tailor the 

Program on Cyber Security Studies to the dominant 

presence in the course, which was law enforcement 

agencies. In this manner, I would also be able to gain 

an insight into their perception and understanding 

of the challenges at hand and of the other relevant 

stakeholders.

THE MARSHALL CENTER: AN UNKNOWN 

WORLD

During the Program on Cyber Security Studies course, 

I was housed on a military base, an U.S. enclave on 

German soil. Spending an extended period in a military 

institution without any previous experience inevitably 

raised a few challenges. Hence, it took time to adapt 

to the militaristic language and customs present. In 

some cases, due to the frequent lack of citations or 

sources, certain expressions and mannerisms appeared 

ovОr-sТЦpХТiОН КЧН ОvОЧ ОбКРРОrКtОН, ОspОМТКХХв ТЧ 
respect to the polarized representation of moral and 

social binaries (good versus evil, us against them). 

Nonetheless, it posed an exciting challenge.

PARTICIPANTS

Of the 75 participants in the course, the majority 

came from a military background and over 50 nations 

were represented. A second large group consisted 

of representatives of law enforcement authorities 

whereas the minority of the participants represented 

academia and industry. Rarely have I found myself 

in a situation where my views and arguments were 

so noticeably in the minority and so, in need of 

defending. Nonetheless, the participants were of 

КЧ ТЦprОssТvОХв СТРС МКХТbОr. TСТs аКs rОlОМtОН Чot 
only by the excellent and fruitful discussions on 

content, but also by their respectful and considerate 

manner with each other and myself. All perspectives 

and opinions were treated in a respectful way and 

debated at a professional level.

DAILY SCHEDULE

Each day started at 8:30 a.m. and was dominated by 

plenary talks and discussions in small groups lasting 

until 5 p.m. After a break, we gathered again for 

dinner. Following dinner, the talks and lessons of 

the day were discussed in a critical and discerning 

way in small groups in the various lounges on the 

premises or in the lobby of the adjoining Edelweiss 

Hotel until well after midnight. The small groups 

were led by specialists who placed great emphasis 

on encouraging intensive discussion among members 

of the group under the Chatham House Rules.10 As 

a civilian and representative of the industry, these 

discussions taught me to appreciate the fact that I 

was in the fortunate position of openly addressing 

КЧН НТsМussТЧР tСО topТМs tСКt КrosО, spОМТiМКХХв 
ЧКtТoЧКХ ТssuОs КrТsТЧР ТЧ rОspОМt to tСО iРСt КРКТЧst 
cyber-crime. It soon became obvious that this was 

not true for participants representing countries, for 

which (self-)criticism often was not possible, at least 

not explicitly. A particular highlight of the course was 

К iОХН trТp to εuЧТМС, аСТМС oППОrОН us tСО opportu-

ЧТtв Пor irst-СКЧН ОбpОrТОЧМО oП rОХОvКЧt МoЦpКЧТОs 

Fig. 2: Complex Garmisch.
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and to discuss ideas and trends with practitioners 

working there.

MY ROLE AS A REPRESENTATIVE OF 

THE INTERNET INDUSTRY

To understand my role as a representative of the 

Internet industry, a little needs to be said about 

what I must take into consideration when dealing 

with people and clients. It is important to point out, 

irst КЧН ПorОЦost, tСКt Тt Тs vОrв НТПiМuХt to НОiЧО 
a common view of the Internet industry on most 

topics. The Internet ecosystem is extremely diverse 

incorporating a vast range of business models, most 

of which the public is unaware. While companies 

representing themselves are under pressure to achieve 

short-term results, associations of providers, such as 

EuroISPA, КТЦ to ТЧluОЧМО tСО НОvОХopЦОЧt oП tСТs 
ecosystem with a medium to long-term perspective. 

Another often-underrated factor concerns the different 

cultural mind-sets of the businesses involved. Most 

users might wrongfully assume that the majority of 

people working in the Internet industry share simi-

lar cultural views. In reality, however, cultural and 

СТstorТМКХ ТЧluОЧМОs СКvО К stroЧР ОППОМt oЧ tСОТr 
views. While people originating from established 

democracies (e.g. the UK) tend to demonstrate a 

relatively high level of trust in public institutions and 

thus might accept a larger degree of, for instance, 

public surveillance, people from countries with 

current and historical reasons to distrust authorities 

(О.Р. CСТХО) ЦТРСt bО sТРЧТiМКЧtХв ЦorО sОЧsТtТvО ТЧ 
respect of privacy and public surveillance.

Furthermore, it is important to keep in mind, as my 

professional experience over the years has shown, that 

there are by now three generations of entrepreneurs 

КМtТvО oЧ tСО IЧtОrЧОt. εОЦbОrs oП tСО irst РОЧОrКtТoЧ, 
who helped to develop and deploy early versions and 

applications on the Internet, and who are by some 

referred to humorously as the “elders of the Internet”, 

follow a relatively radical approach that sees no role 

whatsoever for public intervention or regulation of 

the Internet. By contrast, the generation following 

them grew up with an ever-evolving Internet and 

thus tends to see it as a business opportunity like any 

other. Due to the large number of challenges they see, 

they do accept a certain need for public intervention. 

However, these two generations have in common a 

fear that a high degree of regulation might hamper 

the future development of the Internet. The third and 

most recent generation grew up in a world of social 

media and applications. This contemporary ease of 

access means that most of them never saw a need 

to dig into the technical challenges of the Internet. 

While their actual understanding of the web might be 

less comprehensive than that of previous generations, 

they tend to take the Internet and its capabilities as 

a given resource for business. They are thus very 

sensitive to any attempt to restrict it and may react 

in a very vocal manner.

As such, trying to represent the Internet industry 

proves challenging and requires not only a solid 

knowledge of the technical and legal background, 

but also an understanding of the cultural backgrounds 

of the stakeholders involved. During the course, 

almost naturally, I assumed my role in representing 

the Internet industry. I was perhaps one of the most 

active contributors to the discussions in plenary as 

the industry was repeatedly criticized for not coope-

rКtТЧР suПiМТОЧtХв, КЧН Кs suМС аКs МСКrКМtОrТгОН Кs 
contributing to the problem more than to the solution. 

Therefore, there was a strong call for the industry 

to be more cooperative and trusting. Looking back, 

I wonder whether I may have possibly been too 

uncompromising and confrontational in the discus-

sions, and whether I showed too little appreciation 

for other points of view represented. At the same 

time, I perceived my role as being extremely taxing. 

I had the impression that many political, social and 

economic problems were simply projected onto the 

industry. Often, sweeping allegations were made, 

for example, that all business models of the Internet 

industry are based on spying on users. 

Moreover, it was proclaimed that the industry 

was not willing to do their bit in respect to mitiga-

ting dangers on the Internet and so, live up to their 

responsibilities. It was seen as almost inevitable, 

then, that control be shifted towards the government 

through either increased regulation or a takeover of 

central functions by public authorities.

THE ROLE OF THE STATE

Concerning the role of the state and its authorities, 

the phrase “we agree to disagree” was often used. 

At times, it was questionable whether any sort of 

КРrООЦОЧt МouХН bО КМСТОvОН Кt КХХ. TСО irst quОs-

tions discussed in plenary already exposed opposing 

viewpoints. While I considered the role of the state 

to lie in the protection of fundamental rights, others 
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underlined the duties of protecting the integrity of the 

state and its population and considered fundamental 

(civil) rights to be obstacles to doing this. In this 

МoЧtОбt, КХrОКНв tСО irst Сours rОvОКХОН ПКsМТЧКtТЧР 
contrasts, which we continued to intensely debate 

over the course of the two weeks.

FUNDAMENTAL OPINIONS

In the following, I will underline reoccurring and 

prominent issues that featured in our discussions. 

The program was based on an understanding of 

the need to face the challenges of cyber-space in 

a structured way. Nonetheless, the impossibility 

of absolute security in cyber-space was quickly 

revealed. Therefore, efforts should be focused on 

managing and avoiding risks. We discussed how to 

identify relevant systems that need to be protected 

(the what-if-they-fail principle).11 Insecurity in 

cyber-space was considered a factor inhibiting 

development. In turn, stronger cooperation of 

industry and state actors as well as among states 

was outlined as desirable. At the heart of this co-

opОrКtТoЧ sСouХН ХТО ЦutuКХ trust. HoаОvОr, irst, 
trust needs to be built.

OЧО oП tСО bТРРОst МСКХХОЧРОs ТНОЧtТiОН ТЧ МвbОr-
space was determining accountability for malicious 

activities (e.g. DDoS attacks). The latter plays a crucial 

role in attributing blame for attacks that have taken 

place as well as the consideration of potential counter 

activities (e.g. hack-backs).12 After all, a defensive 

or retaliatory measure must be directed at the correct 

target, as it is relatively easy in cyber-space to pre-

tend that an attack originated from within a different 

territory or state. As such, retaliatory measures based 

on a wrongful attribution might lead to an unwanted 

vicious circle of violence.

A further important point raised, regarding possi-

ble counter measures, was that such actions should 

ideally be taken in coordination with other national 

organizational units or international allies to prevent 

greater damage or confusion. Extensive room in the 

discussion was given also to the issue of the lack of 

legal harmonisation.13 This includes the associated 

motives at national state level, which may possibly 

be responsible for this. Moreover, questions arise 

МoЧМОrЧТЧР tСО МХКssТiМКtТoЧ oП ЦТХТtКrв КМtТoЧs 
in cyber-space as a domestic or foreign measure, 

аСТМС аouХН СКvО sТРЧТiМКЧt ТЦpХТМКtТoЧs oЧ tСО 
applicable law.14

The war for talents was another reoccurring is-

sue. State actors often feel disadvantaged compared 

to the private sector due to their rigid employment 

rОquТrОЦОЧts, sКХКrв sМСОЦОs, Кs аОХХ Кs МoЧiНОЧ-

tiality policies.15 In this context, it was fascinating 

to learn just how inventive public authorities could 

be regarding, for example, specialist recruitment 

programs to obtain desired resources. While some 

rely on emotional bargaining, others offer their staff 

fascinating job descriptions, as well as extensive 

trКТЧТЧР possТbТХТtТОs КЧН suПiМТОЧt tТЦО ТЧ КЧ Обt-
remely fast-moving industry to be able to deal with 

any technical challenges arising in detail.

The role of NGOs was also critically highlighted. 

Some saw NGOs as organizations that have failed 

thus far to embrace the seriousness of the threat 

stemming from the online sphere, so considered 

them not interested in, or immune to solid reasoning. 

Others viewed them as a necessary evil. Others, again, 

recognized them as a part of the state, which should 

not only be respected, but could also provide at times 

valuable support for making the online sphere safer.

IDEOLOGICAL DIFFERENCES IN A 

SIMULATION GAME

The tension between privacy, on the one hand, and 

security, on the other, was a subject that was often 

raised, but sadly never comprehensively dealt with. 

The diverging views on this topic were best high-

lighted within the context of an online simulation 

game, known as CounterNet.16 This single-player, 

web-based game focuses on how terrorists use the 

Internet and social media for various illicit ends. 

In the session in question, I assumed the role of a 

public authority representative, tasked with tracking 

КЧН uХtТЦКtОХв prОvОЧtТЧР КЧ КttКМФ bв К iМtТoЧКХ 
eco-terrorist group. At one point in the game, level 

advancement was contingent on ordering the ob-

servation of the telecommunications of a suspected 

criminal without a legal basis, thereby knowingly 

ignoring and thus intentionally violating fundamental 

rights. The decision not to give this order resulted 

in a deduction of points in the game and stopped 

the player from moving forward to the next level. 

DurТЧР tСО НОbrТОiЧР, tСТs rОquТrОЦОЧt to brОКФ 
the law triggered a heated debate on ethical and 

legal issues. While some participants refused to act 

without a legal basis, others showed sympathy for 

the need to violate fundamental rights based on the 
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game’s scenario of an imminent terrorist attack by 

ОМo-tОrrorТsts. A sЦКХХ, but Чot ТЧsТРЧТiМКЧt pКrt oП 
the group did not contribute to the discussion, but 

followed the arguments brought forward by both 

sides with great interest.

IT’S THE SIMPLE THINGS – LESSONS 

LEARNED FROM THE SECOND SIMULATION 

GAME

A highlight of a special kind was the second online 

simulation game: CyberStrike.17 This six-player 

game simulates the complex strategic environment 

oП МвbОr МoЧlТМt. PХКвОrs МКЧ КМt Кs МrТЦТЧКХs, tОr-
rorists, hackers, or states, with each role having 

different capabilities and goals. Players have to 

consider how their offensive capabilities match up 

with their adversaries’ defensive capabilities, and 

vice versa. As such, the game serves to motivate 

thinking about the macrostrategic decisions in the 

cyber world. The game lasted for several days and 

left the participants impressed due to its complexity, 

tasks and demands to act in a strategic manner. The 

goal of the turn-based game was to gain the upper 

СКЧН ТЧ К МвbОr-МoЧlТМt tСrouРС tСО ПКrsТРСtОН usО 
of resources (i.e. action points).

The reason why this online planning game will 

bО rОЦОЦbОrОН spОМТiМКХХв аКs tСО ПКМt tСКt soЦО 
pХКвОrs ТЧluОЧМОН tСО РКЦО ТЧ КЧ uЧПorОsООЧ аКв. 
They managed to gain access to the login credentials 

of other groups (which were written up on boards 

in seminar rooms at the beginning of the game and 

only partially deleted or not deleted at all). This 

knowledge was then used to manipulate the game 

by redistributing the action points of other teams at 

the last possible moment or even carrying out actions 

on their behalf, for example, attacking an ally. As 

this manipulation occured in a very sophisticated 

and subtle manner, it led to considerable confusion 

and subsequently, distrust amongst the teams. There 

were immensely differing views amongst participants 

on whether these activities should be considered an 

unsportsmanlike breaking of the rules or a small 

example of the day-to-day skills of the intelligence 

personnel taking part in the course. Although there 

was no consensus on whether to criticize or to bla-

me them, the game unmistakably highlighted that 

even the most secure system is only as safe as the 

safeguards to its access.

INDUSTRY HAS KILLED PRIVACY 

LONG AGO

Vastly differing views emerged in relation to the 

concept of data protection as well as the right to 

informational autonomy. These concepts were seen 

by some as an obvious and necessary component 

of the freedom of citizens. Others, however, consi-

dered them an obstacle and a frustration to criminal 

prosecution – indeed, they framed it as a naive idea 

of people who do not want to recognize the extent 

of potential threats and an excuse for the industry’s 

lack of willingness to cooperate. What, at least in 

my personal opinion, is more surprising is the fact 

that these fundamental rights were often presented as 

entirely failed ideas. This in fact appeared conclusive, 

as some participants, including academic lecturers, 

proposed that the industry had already entirely ruined 

and undermined data protection. Subsequently, it 

was argued by some speakers that there was nothing 

objectionable in law enforcement authorities, military 

and intelligence services neglecting or, bluntly put, 

ignoring these rights in a similar manner.

Tempting as the logic behind this argument may be, 

the underlying problem is the sweeping allegation that 

the industry generally acts in dishonest and unethical 

ways. Such accusations raise the question of how a 

collaboration between stakeholders, which is based 

on trust, might ever be possible. On the same note, 

similar doubts were raised about the trustworthiness 

and seriousness of civil society actors whose claim 

for data protection and user rights, for instance, to 

freedom of information and to the integrity of their 

information, was encountered by the similar reaso-

ning that these issues had already been undermined 

upfront by industry.

EDWARD SNOWDEN: FOCAL POINT AND 

KALEIDOSCOPE OF IDEOLOGIES

The role of Edward Snowden represented a focal point 

of different ideologies and ethical stances. Throughout 

the course, Snowden continued to come up to illustrate 

К poТЧt or rОlОМt К МoЧМОrЧ. SoЦО pКrtТМТpКЧts tСouРСt 
of him as a cowardly traitor, while others symbolically 

held him up as the biggest threat to security and stabi-

lity in the cyber-world. A small group of participants, 

however, argued that one ought to be grateful for his 

actions as they revealed what we potentially risk by 

surveillance without restrictions.
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DIRECTION OF NATIONAL CYBER-

SECURITY STRATEGIES

Setting aside all the ideological differences, there 

was still the issue of how to design national cyber-

security strategies. On this matter, opinions could 

not have been any more controversial. While the 

majority favored clustering responsibilities in the 

intelligence or military sector (Ministry of Defence, 

MOD), a small group went in a completely different 

direction. Following the example of what happened 

in Estonia in 2014, this group suggested during the 

iЧКХ prОsОЧtКtТoЧ tСКt tСОsО rОspoЧsТbТХТtТОs sСouХН 
be given to commerce departments. This is due to 

their entrepreneurial mind-set; they are not focused 

on defense against threats, but on the timely identi-

iМКtТoЧ КЧН utТХТгКtТoЧ oП opportuЧТtТОs.18 This could 

arguably make them better suited to respond quickly 

and appropriately to short-term threats, often in 

cooperation with industry. This approach was also 

rОlОМtОН ТЧ tСО iЧКХ prОsОЧtКtТoЧs oП tСО sЦКХХОr КЧН 
more business-minded group: amongst other topics, 

tСТs МТrМХО ТНОЧtТiОН ТЧЧovКtТoЧ КЧН tСО sОХП-rОРuХКtТoЧ 
of the private sector, together with empowering the 

civil society and industry, as key elements in coping 

with challenges at a national level.

THE TRIANGLE OF DISTRUST

Despite many noted advancements, especially thanks 

to the establishment of SPOC, it is not an exagge-

ration to say that the current relationship between 

industry, civil society and government agencies 

around cyber-security in many areas still invokes 

МoЧlТМt КЧН ЦТsuЧНОrstКЧНТЧРs. АСТХО КХХ КМtors 
aim to create a safe cyber-space, they do differ in 

respect to the means in which they think this can be 

achieved. To overcome these differences, serious 

discussion is needed. Irrespective of how frustrating 

and resource-draining such a discussion may appear, 

unfortunately, it may not be by-passed. All actors 

are dependent on each other and, while in the past 

Тt СКs oПtОЧ bООЧ suПiМТОЧt Пor pubХТМ КutСorТtТОs 
to rely on their constitutional authority, in the era 

of fake news and targeted national disinformation 

campaigns, public actors, such as the military and law 

enforcement, are under more pressure than ever to 

justify their actions against the public.19 These doubts 

should be met with transparency and a willingness 

to debate openly.

As long as the three stakeholders of civil society, 

industry and the public sector (LEA & military) 

keep accusing each other in a blanket and polarizing 

manner, there will be a lack of mutual respect. Such 

accusations impede the creation of trust, which forms 

the basis for the necessary cooperation between all 

actors required to tackle the challenges of the cyber 

realm. To break down the individual elements of 

this triangle of distrust, I would sum up the most 

common prejudices as follows:

First, civil society distrusts industry for not being 

transparent about their motives and the degree of 

their cooperation with law enforcement. Due to the 

adherence to basic human rights, the necessary sec-

Fig. 4: Triangle of Distrust.
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recy, and a subsequent lack of information available 

to members of civil society, law enforcement and the 

military tend to be perceived as institutions exagge-

rКtТЧР НКЧРОrs аТtС tСО КТЦ oП ОбtОЧНТЧР tСОТr ТЧlu-

ence and control, thereby threatening civil liberties 

and, potentially, the democratic system. Secondly, 

law enforcement and military accuse civil society 

of being naive and unwilling to accept the reality of 

challenges in the cyber realm. Industry is criticized 

for not accepting the responsibility for the threats 

they create or they are faced with, while at the same 

time using the argument of fundamental rights not 

to comply with law enforcement. Finally, industry 

criticizes civil society for overreacting in respect 

to privacy and thereby hampering innovation. Law 

enforcement and the military, at the same time, are 

sometimes perceived as acting with an overly narrow 

mind-set, ignoring the negative effects their actions 

could have on business or the further development 

of the Internet and other technologies.

It is precisely for these reasons, that initiatives such 

as this program represent an essential opportunity to 

identify biases to be able to subsequently overcome 

them. To support this process, further expanding the 

circle of potential participants should be considered, 

while representatives of civil society should also be 

included alongside industry. This could help contri-

bute to reducing prejudices amongst these actors, in 

addition to establishing greater understanding of the 

ТНОЧtТiОН prОУuНТМОs oЧ tСО pКrt oП tСО ЦТХТtКrв КЧН 
law enforcement authorities.20

CLOSING REMARKS

I am grateful for the opportunity to participate in the 

course and I hope many more people will be given 

the chance to do so. It is in my opinion that the 

Marshall center is a unique institution, well equipped 

for this purpose. The only consideration it may take 

into account is an adaption of the curriculum when 

it comes to the selection of speakers, allowing more 

room, for example, for the topic of the protection of 

fundamental rights.21

Fig. 5: Picture of plenary.
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